V1.1


Bolton Integrated Working Processes

Shielding Data in ContactPoint

ContactPoint is a key part of the Every Child Matters programme to improve outcomes for children and young people by supporting more effective prevention and early intervention. 

The aims of ContactPoint are to:

· Help practitioners quickly identify a child with whom they have contact

· Enable earlier identification of needs and earlier and more effective action

· Be an important tool to encourage and support better communication and closer working between different professionals and practitioners.

What do we mean by “shielding”?

ContactPoint is a national system that will have limited personal information about all children (aged 0 – 18 years or up to 25 years if the young person is still receiving services and gives their consent) living in England which will be available to a high number of practitioners.  Although there are very strict security systems in place to protect the information held on ContactPoint, the wide availability of the system means that shielding needs to be undertaken to protect records where appropriate.

Why shield records?

Some children’s circumstances may mean that they are at increased risk of harm.  Although ContactPoint is a very safe system, it can be accessed by a high number of practitioners and therefore they may need to have some of their details hidden (or shielded) on ContactPoint.  Deciding whether to shield records must be taken on a case by case basis and will be based on the level of threat posed if their information becomes more widely available. This is not unique to ContactPoint; it is already in place in a number of systems and is entirely consistent with Data Protection legislation.

Shielding is a facility that restricts access to information held on ContactPoint to protect the whereabouts of vulnerable children. In order for ContactPoint to remain an effective tool to meet its aims, it is vital that shielding is only applied where there are strong reasons.  
Shielding should be considered where a: 

· child/young person is adopted where there is little or no contact with birth parent(s) or wider family members; 

· child/young person and/or their parent/carer, are fleeing abuse or domestic violence; and/or 

· child/young person and/or their parent/carer or family member are subject to police protection. 

There may also be a very limited number of unique circumstances not covered by these categories.  Siblings or co-habiting children and young people of children at risk should also be considered. 
The necessity to shield a record must be assessed on a case-by-case basis. Practitioners will identify cases that require shielding from their knowledge of working with the family.  Young people and parents or carers may also raise concerns and request that their address details are shielded. 

In these cases it is vital that ContactPoint does not compromise the protection being offered to the child/young person and/or their parent/carer by revealing their whereabouts.
It is not appropriate to ‘shield’ if the child/young person and/or their parent/carer has an objection to ContactPoint in principle, because the child/young person and/or their parent/carer is merely well-known or when the whereabouts of the child/young person and/or their parent/carer is already well known (including to the person who poses a risk of harm to the individual in question).  
Shielding a record on ContactPoint must be seen as an additional safeguarding method to protect the whereabouts of individuals at risk of significant harm.  In the majority of cases, once the risk to the individual has been assessed, the primary objective should be removing them from the situation and/or notifying the appropriate authorities (eg police or social care).  It is likely that the whereabouts of most individuals are already known publicly via the electoral roll, school registers etc.
As ContactPoint does not inform other systems of child records that are shielded, it is essential that practitioners consider other measures that may need to be taken including shielding other records held for the children.  It should not therefore, be used as a single tool for protecting children at risk. 

All requests for shielding must be reviewed within seven days and then regularly after that (six monthly) to decide if the risk remains and the need to shield is still relevant.  

The Integrated Working Team is required to log information regarding requests to shield (whether agreed or not), shielded records and the reason for shielding for audit purposes and to support the review process.  Information recorded must not contain any case information.

If a decision is made not to shield a record and the family does not agree, they can complain using Bolton Council’s complaints process.

Practitioners must have a reason to search in ContactPoint not attempt to mis-use the system to discover details of a child’s new identity or their previous identity.  Practitioners who attempt to do this will be subject to disciplinary procedures.  
The following process is to be used to deal with requests for shielding from families:

	1
	Receive request: it is expected that most requests will be made to a practitioner who is known to the child/young person or parent/carer.  If a request is made directly to the Local Authority, the person making the request will be directed to discuss the matter with a practitioner who is known to them such as health visitor, teacher, or doctor.

	2
	Confirm identity.  We need to ensure that we are taking good care of personal information, so it is necessary to verify the identity of the person requesting shielding.  Only parents/carers or a child/young person can request their record to be shielded.

	3
	Discuss how shielding works with the person making the request, in particular explaining:
· The reasons why records are shielded 
· Differences between shielding and sensitive services

· The potential disadvantages of shielding records on ContactPoint such as practitioners not being able to easily find the information they need quickly, duplicating work because they don’t know others are involved, parents having to repeat their information, higher risks of vulnerable children ‘dropping through the net’.
Use the template below to consider the request for shielding.  Practitioners should note the risk to the child, young person and their family to help them to make a decision.  The notes should be kept within services’ own child records and not forwarded to the IW team.

	4
	Decide if the reason for shielding complies with guidance and whether additional protection is needed.  Advice regarding the process and guidance can be sought from the Integrated Working Team, but the decision should be made by the practitioner with support from their Line Manager.

	5
	If necessary, take steps to safeguard the child/young person and/or parent/carer.

	6
	If the decision is to shield: follow shielding process (as described below).

	7
	Advise child/young person or parent/carer of the decision and the review process.

	Shielding examples

	Child/Young Person or Family Situation
	Points to consider when making decision
	Risks identified

	Child or family that have been re-housed due to Domestic Violence/Abuse
	Does the person who poses a risk of harm know where the family have been re-housed?

Does the person collect the children for contact visits?
	

	Witness Protection programme
	This should already be known and shielded via Police/Housing records.
	

	Adoption, LAC, and Fostering where the child’s placement may be at risk if the whereabouts of the child is known
	Social Care should identify records that will be shielded in relation to these cases.
	

	Families who have had a panic button installed.
	Police will identify these cases.
	

	Political/other Asylum who children are at risk
	Housing/Social Care will identify these cases.
	

	A child of parents who have a higher public profile that places them at risk 
	Parents need to identify what the risk is.

Are the whereabouts already known? 

Are records currently shielded on electoral register or other records?
	

	Families of vulnerable practitioners and professionals
	Member of staff must demonstrate what the risk is.

Are the whereabouts already known? 
Are records currently shielded on electoral register or other records?
	

	Fleeing Forced Marriage
	Have the police been informed?
	

	“Honour” based violence cases
	Have the police been informed?
	

	Trafficking/ Prostitution 
	Does the person who poses a risk of harm know the whereabouts of the child/young person?

Does a referral to Social Care need to be made?
	

	Children at risk  of abduction


	Does the person who poses a risk of harm know the whereabouts of the child/young person?

Have the police been informed?

Does a referral to Social Care need to be made?
	

	Other
	Please identify the potential risk to the child/young person and/or parent/carer.

Do the police need to be informed?

Does Social Care need to be informed?

Do you need to take further steps to safeguard the family?
	


Shielding Process Description
	1
	Practitioner identifies a record that requires shielding because disclosure of the whereabouts of the child is likely to place a child at increased risk of significant harm.

	2
	The practitioner who identifies the need to shield the record makes the necessary steps to shield this record in their own system(s).

	3
	The practitioner provides information to the Integrated Working Team on a ‘request to shield’ form (available on the Safeguarding Board website).   

	4
	The Integrated Working Processes team will provide a Data Administration service to respond to shielding requests by:

· Shielding the record on ContactPoint

· Logging requests, decisions and reasons in the ContactPoint Logbook

· Reminding services when a review needs to be undertaken

· Unshielding if necessary 

	5
	The practitioner should inform all people with a legitimate professional interest including the child/young person and family of the decision to shield. These individuals can be identified via the ContactPoint record.

	6
	The notified practitioners may then make a decision to shield the record in their own systems. If this is the case then they also need to ensure ContactPoint is updated, as ContactPoint will expect a number of shielding request for the same record.

	7
	The Integrated Working team will review records shielded in ContactPoint to determine if the shield continues to be appropriate. The IW team will consult all sources who requested the shielding.  Practitioners (the Lead Professional if one has been appointed) will also seek the views of children, young people and their families. An initial review must be undertaken within 7 days and periodical reviews of the record should be undertaken every 6 months.  Shielding review decisions should be undertaken timely and not be delayed.

	8
	If the decision is made that the record no longer requires shielding, then the relevant practitioner will remove the shielding from their own systems. The practitioner will also inform the IW team.

	9
	Only when all shielding requests have been removed from a record will a final un-shield be committed in ContactPoint. The Integrated Working Processes team will be the only people able to complete the final un-shield.


Accessing/Viewing Shielded Records on ContactPoint (Brokerage) 

Practitioners who wish to access/view a shielded record on ContactPoint must contact the local IW Team to formally request access and must provide appropriate reasons.  This should be agreed with their line manager and documented on the individual case management systems where appropriate.  

Requests to access shielded records and their reasons for doing so should be formally logged by the IW team in the ContactPoint logbook.  The request will be managed by the IW Team who have access to shielded records.

The Integrated Working Team will liaise between the practitioner who has requested that the record be shielded and the practitioner who has requested access to the record.  
The outcome of the request must be recorded in the Logbook by the ContactPoint Management Team.
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